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	Reason for change:
	The possibility of incorrectly encoded UE 5G security capabilities on the AMF NG interface is not covered by a threat reference yet.

	
	

	Summary of change:
	Added threat reference describing the threat associated with incorrectly encoded UE 5G security capabilities on the NG interface

	
	

	Consequences if not approved:
	In the worst case, the AMF implements an incorrect encoding function for the security algorithms used for AS security, resulting in incorrectly negotiated security algorithms on the air interface.
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[bookmark: _Toc11239260]********** START OF 1st CHANGE **********
K.2.6.X Invalid encoding of UE 5G security capabilities on the NG interface
-	Threat name: Invalid encoding of UE 5G security capabilities on the NG interface
-	Threat Category: Tampering of data, Information Disclosure
-	Threat Description: A flawed AMF implementation that incorrectly encodes the UE 5G security capabilities from the initial UE registration request to the corresponding Context Setup Request message on the NG interface will pose a risk to the AS user plane and control plane. It should be noted that encoding from the NAS to the NGAP protocol in this case is not a one-to-one copy of the UE 5G security capabilities but must consider the specifics of the NGAP protocol.  Specifically, four bits are available to the encoder at the NAS layer for NIA0, NIA1, NIA2, NIA3, while only three bits are available at the NGAP layer for these four algorithms. If the algorithms are not transferred correctly to the gNB/ng-eNB due to an incorrect implementation of the AMF, the RAN node will misinterpret the algorithm list, resulting in the selection of an incorrect security algorithm on the AS. In the end, this may result in the selection of an insecure (e.g. null) algorithm letting an attacker easily intercept or manipulate control plane data and user plane data, leading to information disclosure.
-	Threatened Asset: User account data and credentials, Mobility Management data

********** END OF CHANGE **********

